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Network Modernization for

Critical Infrastructure

Mitch Simcoe

IP Optical Solution Marketing
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Issues Facing Utilities – Ribbon’s Utility Toolset Provides the Solution

Link to Black & Veatch 

2023_SDR_Electric_Report

Need modernized

communications network to 

replace legacy SONET 

network

Staff that understand SONET

 are retiring

Need best-in-class cyber

ecosystem

What are the three 
most challenging 

issues facing the 
electric industry in 

your region today

https://cdn.bfldr.com/E1EVDN8O/at/jg4tp4ctbg3jjhmbv48s4p4/23_SDR_Electric_Report.pdf
https://cdn.bfldr.com/E1EVDN8O/at/jg4tp4ctbg3jjhmbv48s4p4/23_SDR_Electric_Report.pdf
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Data is the KING – Power Utilities

Utility WAN FAN

Synchro phasor

PMU

Surveillance

Cameras

Smart Meter

15 GB / Day / PMU

1 TB / Day
1M subscribers

9 GB / Day / Camera

DC backup of 6~8 TB
Data / day

Wind Turbine

Sensors

Solar Farm

Sensors

EV Charger

Sensors
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OT / IT Network Convergence

Video

Field workforce- data

Field workforce-AR

Data – IT – Corporate

Automation Systems

Application

SCADA

Teleprotection

PMU

DER Demand Response

AMI

High

Medium

Low

Bit rate        Reliability    Latency      Security  

Mission Critical

IT

OT

Challenge To Converge OT And IT Networks
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Data Centers

Command & 
Control Centers

Legacy, current, 

future devices/

SCADA

IoT

IIoT / Video

Field

Area
Network

Comprehensive Solution Optimised For Partners to Offer Utilities

❖ Deterministic Packet Transport supports OT and IT transport requirements

❖ Optimized IP Optical networks with automation delivers lowest TCO

Ribbon’s Intelligent Middle Mile
For Mission Critical Networks

MINT MINT MINTMINT

Muse

Multi-Layer
Network Control

Deterministic

Packet Transport

Programmable

Optical NetworkingApollo

NPT
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OT and IT Networks – Coexistence or Convergence?

OT Slice

IT Slice

Field Area 

Network 
(FAN)

OT

IT
Generation

TSO / Substation

Control Center

Corporate Offices

Resiliency & segregation requirements remain

Hard Slices

Standard
Services

Command 
& ControlField Area 

Network
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Optimized for CI & access 

aggregation

Optimized for High Performance

IP Routing Key Values To Position To Customers

Coherent Routing

Proven Interoperability

NPT

IP Routing & 

Packet Transport

MPLS-TP

IP/MPLS

Segment Routing

NPT
NPT

Optical 
Networking ApolloApollo

MPLS-TP

IP/MPLS

Segment Routing

NPT XDR 2000 Series

Multi-Stack MPLS

Proven SoftwareNPT AR 1000 Series

Network Segregation

IT/OT Convergence

Hard
Slices

Soft
Slices

IP Router

Router
Hardware

Merchant
Silicon

Router
Software

1022
1012D

1250

1300

1800

Redundant,

modular

Non-Redundant

1100
1050

1015

2300

Access

Aggregation

Aggregation

2100

2400

2700

Optimized IP and 

Optical Integration

Redundant,

modular
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Apollo Optical Key Values To Position To Customers

Access-to-Core OTN Switching

• Optimize wavelength fill

• Point-and-click service 

provisioning

• Dynamic ASON 

restoration

C+L Band

Pay as you grow for extra capacity
Where you need it – When you need it 

Super OLS 

• Any wavelength
• Shared spectrum

• Dynamic WSON restoration 

• Optical and fiber health

Open Control Interfaces

gNMI telemetry

Optical overlay for SDN applications

Next Gen High Density

4-degrees 
per 4RU

• 5nm-140Gbaud 1.2T
• Ultra-dense metro 400

F2B cooling plus Telco NEBS

Pay as you grow 

pluggables

Metro Power-Cost 
Optimized

• Pay-as-you-grow 400G

• OpenROADM interop

Multisource 

400G ZR+ 

pluggables

TM400_2

Modular 400G+ Everywhere

9458 OLS
9408 Optical 
Transport

• Regional 800G
• Unlimited 400G

Capacity-Reach 
Optimized

TM800_2 – 140Gbaud λs

5nm-140Gbaud 

pluggables
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Ribbon Brings Your Customers Field Proven, Risk-free Migration

• Risk-free transition:

Field proven, tailorable migration

• Holistic Security:
Protects Critical infrastructure from attack

• Optimized for Critical Infrastructure
Mission critical grade platforms 

Mission Critical Tailored Security

Centralized Control Future ProofService Elasticity


Risk-free migration

Proven, Reliable, Secure, Tailored Modernization
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Muse Is The Secret Sauce That Really Helps You Position

Network Automation

Workflow Engine Closed Loop Automation

Advanced Analytics

Network HealthNetwork Insights

Multi-Vendor and OSS Integration

Flexible NBI Flexible SBI

Cloud Native Architecture

Microservices Architecture K8S Infrastructure
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How Ribbon Can Help You Win In Utilities

• Proven, Local Expertise, Experience and Processes

• Critical Infrastructure is a key focus and investment for Ribbon

• Technology architected for mission–critical class communications 

• Muse Automation Removes the pain of making your network work

• Large vendor capability with startup agility
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